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1.Configure H3C WSR 800-10

1.1.Enter H3C WSR 800-10 Web Server

Power the H3C WSR 800-10 and connect PC Ethernet interface to H3C WSR 800-10 GE2 interface. Because H3C
WSR 800-10 IP is 192.168.1.1, user can configure PC IP address to 192.168.1.2 as follow:

Internet #MY AR 4 (TCP/IPw4) Properties )4
General

You can get IF setfings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

@ Use the folowing IP address:

IP address: |192.188.1 .2 |

Subnet mask: | 255 .255 .255 . 0 |

Default gateway: i 2 : : |
Obtain DMNS server address automatically

(@) Uise the following DNS server addresses:
Preferred DMS sarver: | . . : |

Alternate DNS server: | a . 5 |

[ ] validate settings upon exit Adyanced. ..

e

Figure 1 Modify PC to static IP address

After above configuration, open browser and enter H3C WSR 800-10 Web Server(192.168.1.2). Username and
password of Web Server both are admin. User can also change language in login web page.

P oo - O [ IR
& c @K&%‘192‘168.1.1/-.¢:Eb,’(se\-‘\'(ellc:giﬂH&ng=U | R D

Web User Login

Figure 2 Login Web Page
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1.2.Configure VPN Server parameters

After entering Web Server, user can configure VPN Server parameters.

1.2.1.Create L2TP user group

Choose ‘System Management > Users’ in left line and click ‘Create User’. Then user should change parameters as
follows:

® Username: usrtest

® Access Level: Configure

® Password and Confirm Password: www.usr.cn

® Service Type: PPP

/D H3C Series Router MS "\7 — . - - - ] -. =N ES Rl >
i C | @ F=2 | 192.168.1.1/wen/frame/.x ? %@

e

e l Help | Logout
& Hc = i

- Device Info User Summary Super Password Moify User Remove User Switch To Management | /

& Wizard Create User

H&3 Interface Setup Username usrte (1-55 Ghars ) Access Level v

- 3G8&4G Password (1-63 Chars ) Canfirm Password

H& NAT Configuration :’;j‘::': Encryption ' Reversitle  meversiole , \

L& Security Setup vpe / wWeb [ FTP [ Telnet [ Terminal ¥ PPP ~

&3 Advanced i ¥ 4

L ven / lotomt |
&3 Certificate Management

’—ﬁ System Management

Summary

— Device Basic Access Level Service Tvpe
: Management Web/Teln=t
Configuration Configure EEE
—Reboot

— Software Upgrad
— Service Managel
— Users

—System Time
—TR-069

&3 Other

- WiNet

Note: Username cannot contain Chinese characters and any of the following characters /% : |@*2 (>~ s a#

Figure 3 Create L2TP user group

After changing, don’t forget applying and saving parameters.

1.2.2.Enable L2TP

Choose ‘ VPN > L2TP > L2TP Config’ in left line and choose ‘Enable L2TP’ Then apply and save parameters as
follow:
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/“' [ H3C Series Router MS ‘ \ — - - . - EF -. - I o0 i S
C [© F== [ 19216811/wern/frame/x *| @ i

a | Save |Help | Logout

& Hac | # EnableL2TP |

—&aWizard T v | search || Advanced Search

&3 Interface Setup
[ o L2TP Group Name PPP Autentication Method Peer Tunnel Name ISP Domain User Address Operation |

—3G&4G . . — [ ) |
—& NAT Configuration ‘ e system pool @i

—&3 Security Setup

& Advanced

@ ven

—IPsec VPN

H&@ L2TP
L L21P Config
—Tunnel Info

—GRE

L& SSL VPN

&3 Certificate Management

& System Management

— Device Basic

— Configuration

—Reboot

— Software Upgrade

— Service Management

—Users

— System Time

—TR-069

& Other

—WiNet

[ ]

Figure 4 Enable L2TP

1.2.3.Modify PPP authentication method of ISP domain system

Choose VPN > L2TP > L2TP Config’ in left line and click ‘Add".
W [ H3C Series Router Ms? x N - . - - e e e -. e

= C | ® 192.168.1.1/wen/frame/x Ay
Web M
i Save | Help | Logout

@, H3C ¥ Enable L2TP

—Device Info ‘ﬂl

_ﬁ;’\l\lzarrrd - F (o v | Searcn || Avanced search

nterrace setup
[E | D L2TP Group Name PPP Authentication Method Peer Tunnel Name ISP Demain User Address Operation |
. 1 vodnuser Chap system poat2
& NAT Configuration | ==

& Security Setup

& Advanced m

[F&ven

— IPsec VPN
-@12TP

[ L2TP Config
Tunnel Info

—GRE

LESSL VPN

&3 Certificate Management

& System Management

& Other

- WiNet

Figure 5 Add new group

After clicking ‘Add’, user will into L2TP Group configuration web. In this web, user should configure
‘Authentication Method’ as ‘CHAP’ and ‘ISP Domain’ as ‘system’, then click ‘Modify’ as follow:
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i 7/ [ H3C Series Router MST x \_ - . - . - - . - - - e L"ﬂ’J
€ - C @ F=2 | 1921681 1/wen/frame/x v 16

H3C Web Malgtidrd Mo

Save| Help | Logout

Bhzc e I
—Device Info Add L2TP Group
AERET L2TP Configuration
& Interface Setup
I eac L2TP Group Name Cnars. (1-15)
| & NAT Configuration Peer Tunnel Name: [Chars. (1-20)
| & Security Setup Local Tunnel Name: (chars. (1-30)
| Acianca Tunne! Autnentication Enable ¥
LevpN Authentication Password chars. (1-16)
—IPsec VPN PPP

HE@L2TP Authentication Metnod CHAP v
—L2TP Config |58 Domain: system v | Add || Mody [|Detete |

L Tunnel Info

' GRE PPP Address
LE35SL VPN PPP Server IP / Mask
& Certificate Management User Address [ [ Add | mosit | Delte | Assign Aderess Forcibiy:| Disable ¥
&3 System Management
L& 0ther ’— Advanced C
—WiNet

ftems marked wilh an asterisk(’) are required

App\yl Cancel |

Figure 6 Configure Authentication Method and ISP Domain

After clicking ‘Modify’ in above web page, user will into ISP Domain configuration web and user should choose
‘Local’ as primary server type of PPP authentication method, then click ‘Apply’ and return to L2TP Group
configuration web page.

/T H3C Series Router S’ x M AR R W Y WOR e Bl v el i)

€ - C|®F=2 | 19216811 wcn/frame/x v %| @

H3C Web M:

Save | Help | Logout

B hsc |

& Wizard ISP Domain system
& Interface Setup Authentication Methods
—3GR4G Primary Server Type Local v Scheme|
& NAT Configuration Backup Disable +
&3 Security Setup Authorization Methods:
| & Advanced Frimary Server Type [ v Scheme|
L& veN Backup Disable ¥

IPsec VPN Accounting Methods: Accounting Gptional Disable v

L27P Primary Server Type M Scheme|
—L2TP Config Backup Disable ¥
it Max. Number of Users: (1-2147483646)
ftems marked with an asterisk() are required
GRE T
| Aoy || camcel |
L& ssL vPN —

&3 Certificate Management
(&3 System Management
& Other
—Wilet

Figure 7 Configure PPP server type

1.2.4. Configure IP Address Pool

In L2TP Group configuration web, click ‘Add’ after ‘User Address’ to enter IP address pool configuration web.
After entering IP address pool configuration web, configure parameters as follows:

® [SP Domain: system

® [P Address Pool Number: 2

® StartIP:192.168.100.2

® EndIP:192.168.100.100

After configuring IP address pool, click ‘Apply’ and return to L2TP Group configuration web page.
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[) H3CSeries Router MST x Y\ S - - L.

(= C | ® F=2 | 192168.1.1/wen/frame/x

H3C Web M3 I ;

Bnsc

TR @

Save | Help | Logout

Figure 8 Add new address pool

/ [ H3C Series Router MS' X ‘v‘ N, — -

_ |

- Device Info
—%Wizal’d L2TP Configuration
& Interface Setup
| 3684 L2TP Group Name "Chars. (1-15)
| & NAT Configuration Peer Tunnel Name: Chars. (1-30)
L& Security Setup Local Tunnel Name: ] Chars. (1-30)
| & Advanced Tunne! Authentication Enable v |
L& vpN Authentication Password: Chars. {1-16)

L IPsec VPN PPP Authentication Configuration

H&@L2TP Authentication Method: [chap v

—L2TP Config \SP Domain [system ¥ | Add | Mody | Delete
—Tunnel Info -

| GRrE PPP Address

LgassL VPN PPP Server IP | Mask 1 i
& Certificate Management User Address: z‘ ' Modify | &49' | Assion Address Forcibly: | Disable ¥
&3 System Management
L & Other r [ Advanced G
= WiNet ffems marked with an asterisk(") are required

T

< C | ® F== | 192.168.1.1/wen/frame/x

H3C

Web M:

& Hac
—Device Info

Add IP Address Pool

TN D

Save | Help | Logout

& Wizard

H&a Interface Setup
—3G&4G

&3 NAT Configuration

ISP Domain system ¥

Start IP: [ie2.188.100.2
EndIP: [192.182.100.100

1P Address Pool Number. B *(0-99)

& Security Setup
&3 Advanced
& VPN
—IPsec VPN
-@L2TP
} L27TP Config
Tunnel Info
—GRE
L& SSL VPN
H&a Certificate Management
& System Management
& Other
- WiNet

Cancel |

Figure 9 Configure address pool

1.2.5.Configure L2TP Group

Configure L2TP Group parameters as follows:

L2TP Group Name: vpdnuser

Peer Tunnel Name: Don’t need write.

Local Tunnel Name: Don’t need write.

Tunnel Authentication: Disable

PPP Server IP / Mask: 192.168.100.1/255.255.255.0
User Address: pool2

Assign Address Forcibly: Enable

After configuring, click’Apply’ and ‘Save’.

o

) o
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T D) Hacseries Routervst x YL A e e = O

& - C|©@F=2 | 19216811 wen/frame/x % @

Help | Logour

& Hc — I
- Device Info /
[ L2TP Canfiguration
H& Interface Setup . .
|- 3G&4G L2TP Group Name: \vpdnuser :"Chars (1-15)
| & NAT Configuration Peer Tunnel Name: _:Chars. (120)

ﬁ Security Setup Local Tunnel Name: — Chars. (1-30)
| & Advanced Tunnel Authentication Disable v ‘
L& vpN Authentication Password Chars. (1-16)
—IPsec VPN PPP Authentication Configuration
-&L2TP Authentication Method: CHAP v
}»LZTP Config 1P Domain system v [ Add | Modify | Delete |
—Tunnel Info
- GRE PPP Address
LgaSSL VPN ‘ FPP Server |7 / Mask 102 168.100.1 Ips62652560 | ‘
&8 Certificate: Management ‘Uﬁer Address pool2 3] “E|@|E\ ‘ Assign Address Forcibly: | Enable v
& System Management
— Device Basic F 1 Advanced C ‘\
— Configuration T od il TorokE = —

—Reboot m' Cancel |

— Software Upgrade

— Service Management
—Users

— System Time
—TR-069

& Other

—WiNet

Figure 10 Configure L2TP group

1.3.0ther configurations

1.3.1.Configure WAN/LAN interface

After configuring VPN Server parameters successfully by 1.2.Configure VPN Server parameters, to establish
VPN tunnel, PING successfully between IP is also needed. It has no relation to IP is public network IP or LAN IP.
This test is in LAN, so it needs to configure WAN interface to DHCP to get IP address from superior router
automatically. User should enter WAN/LAN interface configuration web page and change parameters as follows:

Firstly, change WAN interface GEO interface parameters:

1 Hac series Router st x Y (I | - DR

€ C|©Fee | 19216811 /wen/frame/x

e

Bhsc =

— Device Info WAN Interiace Setup
& Wizard o | Name * | search || Acvanced Search

& Interface Setup Nomet
—ConceclionJuge EAldcee ask Status ___aperation
- WAN Interface Setup GigabitEthemetaid Auto —
2]

L LAN Interface Setup GigabitEtheretdit (hy
—3G&4G
& NAT Configuration
& Security Setup
& Advanced
~& VPN
—IPsec VPN
H&@ L2TP
}—LZTP Config
—Tunnel Info
—GRE
L& ssL VPN
&3 Certificate: Mananement

Save | Help | Logout

[ele
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/m M AR M W W WA e -. P S N
€ - C |@F=2 19216811 wen/frame/x 2 o

H3C

Save | Help | Logout

& H3c 5 |

I~ Device Info
& Wizard Configure the parameters of the WAN interface tonnected to Intemet
& Interface Setup WAN Interface [ GigabilEthemel0/0 |

‘7 WAN Tnferfnce Seliip Interface Status  [Not connected |  Dsave |

- LAN Interface Setup ‘ = |

ConnectMode  [Auto

e MAC Address ® Use the MAC address of the devich(ac74-00ac-c5b4)
H& NAT Configuration
| & Security Setup 2 Use the customized MAC addres?%ﬂﬂOFrEZEmFEEO)
&3 Advanced — e
& VPN \—I

—IPsec VPN I

Figure 11 Configure WAN interface

Then change LAN interface parameters:

J [ Hacseresoutermst x Y U -c.-@m@w&

¢ C |@F=e |192168.1.1/wen/frame/x

H3C Web Mz

Save | Help | Logout

A Hac =
—Device Info

—&B W
—& Interface Setup
WAN Interface Setup

L LAN Interface Setup

/ Subnet Mask:

MAC Addrest

255255 2550 ]
* Use the MAC address of the device (ac74-09ac-c507)

—3G&4G v
se the customized MAC address (Example: 000 264-f5e)
—& NAT Configuration
& Security Setup [# DHCP Server.
—_—
~& Advanced % Enable | Disable
~& VPN — il
L 1psec vPN Start |P Address: 192 168.1.1
End IP Address 192.166.1.254
& L2TP 2
Gateway IP Address: (192 16811
)’LZTP Config DNS Server 1 192.168.1.1
—Tunnel Info DNS Server 2 I
—GRE Reserved [P Address: | | Wp to 8 addrestqgeparated by comma.)
L& SSL VPN e
& Certificate Management « For the DHCP server to work properly in case the IP address/subnet mask of a LAN interfal®gpianges. ensure that the
address pool configured on the DHCP server is on the same network segment as the new IP a of the LAN
& System Management interface
: g + Modification of the IP address of the LAN interface may result in discennection with the device Perform
i~ Device Basic il Enifion’
— Configuration }
—Reboot
—Software Upgrade DHCP List

Figure 12 Configure LAN interface

After configuring, click ‘Save’ to save current settings.

1.3.2.NAT Configuration

Modify NAT configuration as follow:

Jinan USR IOT Technology Limited 8 WWW.usriot.com
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:/D H3C Series Router MS7 X ‘ | — el - - - b ]

R

(& C | ® F=£ | 192168.1.1/wen/frame/x

Hac

& Hac

i~ Device Info

& Wizard

& Interface Setup

WAN Interface Setup

L LAN Interface Setup

—3G&4G

{ﬁ NAT Configuration
— NAT Configuration

Bl oo | e

Application L ayer Inspection

Connection Limit

Ridl

Save | Help | Logout

Interface Cellular0/0

[Transiation Mode [Interface Address ¥ |

IStart IP Address

[End IP Address

\‘ Add ‘—|

&3 Security Setup
&3 Advanced
@ VPN
IPsec VPN
&L2TP
|12 config
L Tunnel Info
GRE
& 551 VPN
&3 Certificate Management
& System Management
Device Basic
Configuration

Select the NAT(s) you want to remove

Interface Translation Mode

EndIP Address |

Cellulard/i0 Interface Address

SelectAl | selecthone |

P Note for Transiation Mode:

1.3.3.Route Setup

Configure ‘Route Setup’ as follow:

nac KRR

& e

[~ Device Info

& wizard

& Interface Setup
[~ 36846

HE3 AT Configuration
& Securtty Setup

[F& Advanced
[~ Redirection
|~ Route Setup

I~ User-based-sharing

[~ Traffic Ordering
& pis setup
[~ DHCP Setup
& qos setup
[~ snmp

[~ Bridge

’l

r& Security
F&usTe
= RADIUS

[~ Access

&3 ARP Management

P
Summary Create Remove

| Delee |

Figure 13 Configure NAT

Save Help 1

Destination IP 100.100.100.0

Address
Mask 255 255 255 0
Next Hop 192.168.100.3

[ Preference
[l interface

Cellular0/0

Ams marked with an asterisk(*) are required

—

Configured Static Route Information

Destination IP
Address Mask

MNext Hop

Interface

Figure 14 Configure Route Setup

Destination IP Address: G806’s device IP. G806’s LAN interface IP is 100.100.100.1, so set to 100.100.100.0 can
communicate to all device connect to G806 LAN interface.
Next Hop: G806 VPN IP address. User can know G806 VPN IP as follow:
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Interface Overview

USR-G806

Network Status Actions

Uptime: Oh 13m 39s

Statuis LAN MAC-Address: DB:BO:4CBI:A0:6C
Ci b: Sti
RX: 713.63 KB (6749 Pkts) onnes 2l
Services & gl e) TX: 7.21 MB (8704 Pkts)
Edit Delete

SR IPv4: 100.100.100.1/24
~ Network 1Pv6: FEDAERESA1697:0:0:0:0:1 /60

Interfaces s S
[ ioterfoces |— 1] ac Uptime:0n 230 555
"_——._______ — RX: 46.00 B (4 Pkts.) Connect Stop
SIM Card

L]
TX: 2.29 KB (42 Pkts.) .
s TPv4: 192.168.100.3/32 el BiEIERE
IPSEC

.

Wifi WAN 46 Uptime: Oh Om Os
i MAC-Address: 00:A0:C6:00:00:00 onneck Fhen
- o :
PR ethl ool Edit Delete

TX: 183.39 KB (541 Pkts.)
DHCP and DNS

s Uptime: Oh 26m 43s
AN WrREn s s L st - -

Figure 15 G806 VPN IP

Note: Don’t forget click ‘Save’ to save settings after configuring all parameters.
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2.Configure G806

2.1.Enter G806 Web Server

If GBO6 is in default parameters, the Web Server IP is 192.168.1.1. Connect PC to G806 LAN interface and
configure PC into DHCP mode as follow:

Internet HHMARES 4 (TCP/IPvd) Properties =

General  Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

®2btain an IP address automaticaly:
(") Use the following IP address:

(®) Obtain DNS server address automatically
{T) Use the following DNS server addresses:

AlerTate DN setsier) III

Validate settings upon exit

Advanced...

Carcel
Figure 16 Set PC to DHCP mode

Then enter 192.168.1.1 and login with username and password both are root.

USR 10T
3 : - Be Honest, Do Best!
Communication Expert of Industrial IOT

Authorization Required

Please enter your username and password.

Username: root

Password: eoes|

JiNan Usr IOT Technology Limited http://www.usr.cn/

Figure 17 Enter G806 Web Server
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2.2.Configure G806 VPN interface

2.2.1.Modify G806 LAN interface IP

After entering G806 Web Server, if GB06’s LAN interface IP in same network segment as H3C’s LAN interface or
superior router’s LAN interface(Superior router will assign to G806 a IP as G806’s WAN interface according to
own LAN interface IP and G806 can’t have LAN/WAN interface in same network segment), user should change
G806 LAN interface IP address. H3C’s LAN interface is 192.168.1.1 too, so we set G806’ LAN interface IP address
t0 100.100.100.1 as follows:

S USRIOT Be Honest, Do Best!

Communication Expert of Industrial IOT

AUTO REFRESH ON =

S | mterfoces
Status Interface Overview
Services Network Status Actions
= LAN MAC-Address: D8:B0:4C:69:A0:6D
B RX; 963.18 KB (10165 Pkts) RIS Stop
Ly TXC 520 ME (IO 0 Pr—
SIM Card £ brlan Pv4: 192.168.1.1/24 gt Delets
1PV6: FDAE:2ESA1697:0:0:0:0:1/60
IPSEC
Hac Uptime: Oh 8m 425
Wii RX: 46.00 B (4 Pkts) Ea B
w TX: 2.20 KB (40 Pkts)
AP Client i IPv4: 192.168.100.3/32 £t pelete
DHCP and DNS WAN 46 Uptime: Oh Om 0s — =
MAC-Address: 00:A0:C6:00:00:00 i
Hostnames 5 -
8\—1 LG, Edit Delete
eth %
Static Routes TX: 79.43 KB (237 Pkts.)
Biagnastics m Uptime: Oh 11m 30s
WALIWIRED MAC-Address: DBEO:4CB:AQ6D Connect Stop
Qos = RX: 1.95 MB (6342 Pkts.)
stho2 TX: 340,80 KB (2703 Pkts) Edit Delete

®
USR IOT Be Honest, Do Best!
Communication Expert of Industrial IOT AUTO REFRESH ON

Status

Uptime: Oh 12m 41s

MAC-Address: D8:80:4C:B9:A0:6D
2 RX: 1.05 MB (11141 Pkts.)

br-lan TX: 5.66 MB (11295 Pkts)

1Pv4: 192.168.1.1/24

USR-G806

IPv6: FDAE:2E5A:1697:0:0:0:0:1/60

Status
Services
Netvork Protocol  static addressB
Firewall Really switch protocol? Switch protocal
WAN/LAN Port IPv4 address | 100.100.100.1
System
1Pv4 netmask  255.255,255.0 B
Logout
IPv4 gateway

IPv4 broadcast

Use custom DNS servers G

DHCP Server

JiNan Usr IOT Technology Limited http://www.usr.cn/

Figure 18 Modify LAN interface IP

After modifying to 100.100.100.1, user should click ‘Save&Apply’ on bottom of web page to make settings take
effect. And user also needs to enter Web Server by 100.100.100.1 again.

Jinan USR IOT Technology Limited 12 WWW.usriot.com
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2.2.2.Add VPN interface

After configuring LAN interface successfully, user can start configuring VPN parameters.

Firstly, add a new interface with protocol ‘L2TP’ as follows:

USR IOT Be Honest, Do Best!
Communication Expert of Industrial IOT AUTOREFRESHON 2= *

Actions

Status

USR-G806 Uptime: Oh 10m 255
LAN MAC-Address: DEBOACESAED
— RX: 22970 KB (2695 Pkis) Soigect S
P EELR TX: 778.34 KB (2146 Pkts.)
Status S : R .
L IPv4: 100.100.100.1/24 Ll Seits L
Services IPv6: FDF3:CD53:3DDE0:0:0:0:1/60
~ N rk WAN 46 Uptime: Oh Om Os = = =
. MAC-Address: 00:A0:C6:00:00:00 ennee 28
2 meooione
S TX: 384.35 KB (1197 Pkts) ' s
SIM Card E
WAN_WIRED Uptime: Oh Om Os
IPSEC MAC-Address: DEBOACHIAED Sennect S
= RX: 0.00 B (0 Pkts.)

- i Edit Delet
dak shi2 TX: 1.36 MB (4250 Pkts) ' elete 1
ArClent WWAN Uptime: Oh Om 0s et -

MAC-Address: DA:B0:4C09:A06C &
DHCP and DNS 8 ()
] RX: 327,67 KB (2940 Pkts) i ooiete
Hostnames FIEHAD TX: 1.25 MB (3707 Pkts.)
Static e
Diagnostics I
QoS

JiNan Usr IOT Technology Limited http://www.usr.cn/

Figure 19 Add VPN interface

®

USR 10T Be Honest, Do Best!

Communication Expert of Industrial [OT

USR-G806

Name of the new interface H3C

Status
(@ The allowed characters are: A-Z, a-z, 0-9 and _
Services
Protocol of the new  (27p B
Network interface
Firewall

Create a bridge over I

WAN/LAN Port multiple interfaces

System Cover the following ©  f# Ethernet Adapter: "apclio” (wwan)
MESECe o ) et Aap e SapaRi®

Logons ¥ Ethernet Switch: "etho"
£ §® VLAN Interfa tho.1" (lan)
© PUVLAN Interface: "eth0.2" (wan_wired)
© jfl Ethernet Adapter: "eth1” (wan_dg)
© 5l Ethernet Adapter: "ip6gre0"
©  [# Ethernet Adapter: "ip6tni0”
¢ &£ Ethernet Adapter: "ra0
¢ jl Ethernet Adapter: "tegl0"
@ Wireless Network: Master "USR-GB06-ADGD" (lan)
7 jl custom Interface

JiNan Usr IOT Technology Limited http://www.usr.cn/

Figure 20 Configure new VPN interface

After writing name and choosing correct protocol, user should click ‘Submit” on bottom of web page to continue

configuring.
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In ‘General Setup’, user should configure parameters as follows:
® L2TP Server: 192.168.5.73(We take LAN test as a example, so we write H3C’s IP address from superior
router here. In actual use, user should use public network IP address or domain name)
PAP/CHAP username: usrtest(Same as H3C VPN settings)
® PAP/CHAP password: www.usr.cn (Same as H3C VPN settings)

USR 10T Be Honest, Do Best!

Communication Expert of Industrial IOT AUTORERRESHON =~ 2=+

USR-G806 Interfaces - H3C

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the *bridge interfaces® field and enter the

names of several network interfaces separated by spaces. You can also use VLAN notation INTERFACE . VLANNR (e.g. eth0.1).

Status
Network
General Setup Advanced Settings Firewall Settings

Firewall
WAN/LAN Port Status Uptime: Oh 5m 31s

= RX: 46.00 B (4 Pkts,)
System l2tp-H3C TX: 1.54 KB (31 Pkts)

1Pv4: 192.168.100.2/32

Logout

Protocol | 27p B

L2TP Server 192.168.5.73

PAP/CHAP username usrtest

PAP/CHAP password ssssnssnes

@

Figure 21 Configure General Setup of VPN interface

In ‘Firewall Settings’, user should configure as follow:

®

~ USR IOT Be Honest, Do Best!

Communication Expert of Industrial TOT

AUTO REFRESH ON

USR-G806 Interfaces - USRTEST

On this page you can canfigure the network interfaces. You can bridge several interfaces by ticking the *bridge interfaces” field and enter the

names of several network interfaces separated by spaces. You can also use VLAN notation INTERFACE . VLANNR (e.g.: etho.1).

Status
Services Commen Configuration
Network
General Setup Advanced Settings Firewall Settings
Firewall
Create / Assign firewall-
WAN/LAN Port [hssgnfrewal o e e \
System & Bwanz wan_wired: =l wan_4g: 2 wwan; j2l
Logout |

€ unspecified -or- create:

@ Choose the firewall zone you want tq assign to this interface. Select unspecified'to remove the interface from the

associated zone or fill out the create fiell to define 2 new zone and attach the interface to it.

JiNan Usr IOT Technology Limited http://www.usr.cn/

Figure 22 Configure Firewall Settings of VPN interface
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2.2.3.Configure Static Routes

After above configuring, G806 and H3C can ping each other successfully, but to achieve communication between
two router’s device, user should configure ‘Static Routes’. Firstly, add new static route as follow:

®
ﬁUSRIOT Be Honest, Do Best!
G e dustrial IOT >

USR-G806

Routes specify over which interface and gateway a certain host or network can be reached.
Status

Services Static IPv4 Routes

v Network

Interface Target IPv4-Netmask 1Pv4-Gateway Metric MTU
Interfaces

w

Host-IP or Network  if target is a network

SIM Card

IPSEC lan E| Delete
Wifi

AP Client o

Dt
Hostnames E

Interface Target IPv6-Gateway Metric MTU
Static Routes

. : IPv6-Address or Network (CIDR)
Diagnostics

JiNan Usr IOT Technology Limited http://www.usr.cn/

Figure 23 Add new Static Route

Then configure the new route as follows:

® [nterface: Choose VPN interface.

® Target: 192.168.1.0( IP of VPN Server’s device. H3C’s LAN IP is 192.168.1.1, so Target set to 192.168.1.0 can
communicate to all device connect to H3C LAN interface)

® [Pv4-Netmask: 255.255.255.0

® |Pv4-Gateway: 192.168.100.1(VPN Server IP)

> USR IOT Be Honest, Do Best!

Communication Expert of Industrial 10T

USR-G806

Routes

Routes specify over which interface and gateway a certain host or network can be reached.
Status
Static IPv4 Routes

Services
Network Interface Target IPv4-Netmask IPv4-Gateway Metric MTU
Firewall Host-IP or Network  if target is a network
WAN/LAN Port
H3C B 192.168.1.0 255.255.255.0 192.168.100.1 Delete
System
Logout

Add
Static IPv6 Routes

Interface Target IPv6-Gateway Metric MTU

IPv6-Address or Network (CIDR)

This section contains no values yet

JiNan Usr IOT Technology Limited http://www.usr.cn/

Figure 24 Configure the new static route

After modifying parameters, click ‘Save&Apply’.
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2.2.4.Configure Firewall

User also needs to configure ‘Firewall’ parameters as follows:

S USR IOT Be Honest, Do Best!

Communication Expert of Industrial 10T

Forward

reject |7

USR-G806

Status

Services Mss
Zone = Forwardings Input Output Forward Masquerading i

Network chmping

General Sett =
lan: |an: g 2 & = [an ac:eptB ac:gpta a([gpta { i o

Port Forwards Rakcte
S
Traffic Rules
Edit
Custom Rules RN = _wired: F¥lwan_4g; gl wwan: g2 lusrtest: S| = | Rese ac:eptB ac:eptB acceptB 12 2
T Delete

Access Restrictions
Rate Limiting i

WAN/LAN Port

System

Logout

http://www.usr.cn/

®
USR IOT Be Honest, Do Best!
Communication Expert of Industrial 0 .

Output  3ccept
USR-G806 pi

SR

Status

o
Network -
Zone = Forwardings Input Output  Forward Masquerading :
Firewall Siambing M
WAN/LAN Port
Edit
System e !
lanz lan: g 2t & - [wan ac:eptB ac(eptB a(ceptD i m
Logout Delete
L
Wans wan_wired: #|wan_4g: g2 fwwan: g#llusrtest: 55| = CCEPT acceptB ac:eptB acceptB I 172
Delete
Add
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Be Honest, Do Best!

n Expert of Industrial 10T

Covered networks [~ jgn: am o

USR-G806

¥ lusrtest;

¥ lwan_dg; f2
Statis M lwan_wired: 22
Services O
Network
Firewall

Inter-Zone Forwarding

WAN/LAN Port

The options below control the forwarding policies between this zone (wan) and other zones. Destination zones cover forwarded traffic
System originating from “wan". Source zones match forwarded traffic from other zones targeted at “wan®. The forwarding rule is unidirectional,
e.g. a forward from lan to wan does notimply a permission to forward from wan to lan as well.

Logout
Allow forward to |

lan: lan: £ 2
destination zones: =

Allow forward from source | [
zones:

lan: lan: 3= 0 @

Back to Overview

JiNan Usr IOT Technology Limited http://www.usr.cn/

Figure 25 Configure Firewall

After above all configuration, user can connect G806 and H3C to a same superior router and ping successfully
between H3C’s device and G806’s device as follow:

-

B C\Windows\system32\cmd.exe I. = | (5] |_'r;h
Microzsoft Windows [ 6.1.76881
FALET

E¢ Ping 180.1808.1868.163 B : ,
£ 0 199.190.1600.163 {Y[0] s ; TTL=62
H 190.100.1008.163 Ej@ 7 =32 E‘H_El—l =14ms TTL=62
- - - q = : ms
S 199.1090.108.163 [[0] = =32 HB[8]=131ms TTL=62
- - - d 1= ms
199.100.188.163 FI[0E : F75=32 B{[8]=?ms TTL=62

=@ <@z Ei,

C:slUzersswangruigli>

Figure 26 Ping successfully
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